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• 2003 – The MS-ISAC is founded as an initiative as 
part of New York State government for Northeast 
States

• 2004 – DHS funds the MS-ISAC as an initiative to 
support the cybersecurity needs of all State 
governments

• 2010 – The MS-ISAC breaks away from NYS and 
joins the Center for Internet Security as a program 
area

A Tale of Two ISACs
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• Summer 2016

– Public reporting of voter registration 
compromises 

• January 2017

– Intelligence Community Assessment 
(attribution of all elections related activity)

– Critical Infrastructure Designation

• July 2017

– Election Critical Infrastructure Working Group 
meets at MS-ISAC HQ

A Tale of Two ISACs 
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• September 2017

– Election Infrastructure Subsector Government 
Coordinating Council (EIS-GCC) established

– MS-ISAC Pilot for Elections Approved

• October 2017-February 2018

– MS-ISAC Pilot for Elections (NJ, VA, IN, TX, 
CO, UT, WA)

• February 2018

– EIS-GCC votes to establish EI-ISAC

• March 2018

– EI-ISAC Official Launch

A Tale of Two ISACs 
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EI-ISAC Members include:

• 47 State Elections Entities

• Over 450 Local Government Elections Entities

County Clerks, Secretaries of State, Registrars of Voters, 
Departments of Elections, Boards of Elections

MS-ISAC Members Include:

State, Local, Tribal, and Territorial
Cities, counties, towns, airports, public education, police 

departments, ports, transit associations, and more

Who We Serve
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Free and Voluntary

No Mandated Information Sharing

Registration is the only requirement!

About EI-ISAC Membership

To join or get more information:

https://learn.cisecurity.org/ei-isac-registration
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Criminals and Nation State threats look for data...

and governments have a lot of it!

Why Government?
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• Network Connected Systems and Components

• Indirectly Connected Systems

• Non-digital Elections Components

Transmission between components creates 
vulnerabilities

Elections Systems
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Potential Cybersecurity Risks
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Intelligence Sources

• 24x7 monitoring

• Analysis of more than 1 trillion logs/month

• Integration with federal agencies 

via the NCCIC

• Trusted private companies

• Constant contact with all ISACs

EMR-ISAC
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• Support:
– Network Monitoring Services
– Research and Analysis

• Analysis and Monitoring:
– Threats
– Vulnerabilities
– Attacks

• Reporting:
– Cyber Alerts & Advisories 
– Web Defacements
– Account Compromises
– Hacktivist Notifications

24 x 7 Security Operations Center

Central location to report any cybersecurity incident

To report an incident or request 

assistance:

Phone: 1-866-787-4722

Email: soc@msisac.org
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• 24x7x365 network 
monitoring

• Incident response and 
remediation

• Threat and vulnerability 
monitoring

• Election-specific threat 
intelligence

• Training sessions and 
webinars

• Promote security best 
practices

An Elections-focused Cyber Defense Suite

• DDoS mitigation and web 
protection services
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• Incident Response (includes on-site assistance)

• Network & Web Application Vulnerability Assessments

• Malware Analysis

• Computer & Network Forensics

• Log Analysis

• Statistical Data Analysis

• Penetration Testing

Computer Emergency Response Team

To report an incident or request 

assistance:

Phone: 1-866-787-4722

Email: soc@msisac.org
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• MS-ISAC analysis to provide key context

– General election industry or election security reports

– Legislative action on election security issues

– Best practice examples from peers in the election community

– General technology/cybersecurity stories that may have an election 
link/impact

• Released on Wednesday afternoons

Elections Weekly News Alert
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• Key Security Terms and Best Practices

– What it is

– Why does it matter

– What you can do

• Released on Friday afternoons

Cybersecurity Spotlight
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•Compiles analysis of elections-specific events 
identified by/reported to MS-ISAC

•Provides highlights of MS-ISAC election 
activities

Elections Sector Quarterly Report
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•Short e-mail alerts regarding immediate 
threats

– Targeted at both executive and technical staff

•Provides overview of activity and actionable 
recommendations

– Executive Overview

– Executive Recommendations

– Technical Overview

– Technical Recommendations

Election-specific Cyber Alerts
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Access to:

• MS-ISAC Cyber Alert Map

• Archived webcasts & 
products

• Table top exercises

HSIN Community of Interest

• Guides and templates

• Elections sector message 
boards
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Distributed in template form to allow for 
re-branding and redistribution by your agency

Monthly Newsletter
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Handbook for EI Security

• Intended for Elections Officials and Technical 

Support Teams

• Analyzes the risks of key election 

system components

• Describes specific technical controls 

and processes to improve security

• Assessment tool to be made available

Order Hard Copies: 

https://learn.cisecurity.org/ei-handbook

https://www.cisecurity.org/elections-resources 

https://learn.cisecurity.org/ei-handbook
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SecureSuite

• Controls

– Prioritized set of actions to protect your organization and data 

from known cyber attack vectors

• Benchmarks

– Well-defined, un-biased, consensus-based 

industry best practices 

• Workbench

– Platform for creating and maintaining resources 

– https://workbench.cisecurity.org

• CIS-CAT Pro

– Configuration and Vulnerability Assessment Tool

– Assessor and Dashboard can be downloaded from Workbench

https://workbench.cisecurity.org/
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• Implement the recommendations 

• Provide it to your IT staff

• Disseminate to your local distribution lists

• Post it to any portal you control

SHARE IT!!!!

What Should I Do With This Info?
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DDoS Mitigation and Web Protection Services

Google - Protect Your Election
• Project Shield DDoS Protection
• Two Factor Authentication
• Advanced Phishing Protection (GSuite)
• Password Alert Plugin for Chrome
• General Security Support

Cloudflare – Athenian Project
• Full enterprise offering
• DDoS protection
• Web Application Firewall (WAF)
• Content Delivery Network (CDN)
• 24x7 Support

Both services are available to any SLTT organization responsible for public-
facing elections infrastructure related to voter registration information and 

election night reporting
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• 24x7x365 network 
monitoring

• Incident response and 
remediation

• Threat and vulnerability 
monitoring

• Election-specific threat 
intelligence

• Training sessions and 
webinars

• Promote security best 
practices

An Elections-focused Cyber Defense Suite

• DDoS mitigation and web 
protection services
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